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Abstract—With the advancements in Internet technologies and
Wireless Sensor Networks (WSN), a new era of the Internet of
Things (IoT) is being realized. IoT produces a lot of information
which can be used to improve the efficiency of our daily lives
and provides advanced services in a wide range of application
domains. However, the privacy and the data fusing problems
remain major challenges, mainly due to the massive scale and
distributed nature of IoT networks and the amount of data
collected from IoT increasing at an exponential rate. Thus, a
privacy-protected and inter-cloud data fusing platform is needed
to the demand for data mining and analytic activities in IoT.
In this paper, we propose such a platform based on JointCloud
Blockchain and study a novel case of smart traveling based on
the proposed platform.

I. INTRODUCTION

Ubiquitous sensing enabled by Wireless Sensor Network
(WSN) technologies makes the Internet of Things (IoT) one
of the most important technologies of this century. The IoT,
connecting physical world and digitalized world, has the
potential to change the world as the Internet did [1]. It has
received extensive attention among industries and researchers
since it was officially published in 2005 [2]. It has been widely
used in medical [3], transportation [4], logistics [5] and many
other fields. It is predicted that 50 billion devices will be
connected to the Internet by 2020 [6]. However, it still suffers
many problems and challenges in the following aspects:

• The efficiency and generality of the IoT architecture.
Although many IoT architectures have been proposed,
these architectures are typically aimed at a single specific
situation, which often cannot guarantee the efficiency and
quality of services.

• Mass data processing in IoT. IoT will produce massive
amounts of data every day. Determining how to store,
process and analyze these data is a challenge.

• Data security issues. Because sensors are ubiquitous,
many private data can be collected and used to construct
digital people (i.e., all various digital information belong
to a person), revealing private behavior and lifestyles.
Thus, data security issue is one of the most important
problems in the application of IoT technology.

• The difficulty in IoT deployment. As a result of the strong
heterogeneous characteristic of each part, the deployment
of IoT has always been extremely challenging.

• Communication problem in IoT. Due to the distributed
structure of IoT, different parts of IoT need to establish
effective communications, in order to ensure the smooth
flow of information.

To solve these problems, Service Oriented Architecture
(SOA), which can achieve interoperability between heteroge-
neous devices in a multitude of ways [7], was regarded as
a promising solution [8]. However, SOA cannot fulfill the
increasing demands of IoT. Thus, new service framework
is needed to fulfill the needs from handling the data from
billions of devices and improving the efficiency of IoT usage
to maximizing the role of IoT. Internet of Things service
(IoT service) is proposed. Unlike traditional service which
is often heavy-weighted and relies on powerful data centers
and computing platforms, IoT service is mainly based on the
distributed deployment of the devices.

IoT service has different definitions and different classifi-
cations. In a recent paper [9], a complete definition of IoT
Service is given as follows:

A dynamic end to end information network seam-
lessly linking physical and cyberspace by which
data from objects are connected, interacting and
processed to enable people, objects, and systems
turning data into useful information and valued
services to users.

Many platforms for IoT service have been proposed such as
Baidu and Amazon. However, these platforms are essentially
centralized, resulting in privacy leakage concerns. Further-
more, with the proliferation of IoT, many other technologies,
such as data mining, machine learning, real-time response
and assistant decision-making policy will integrate with and
improve IoT service. Thus, it may be more economical to
implement IoT service framework by deeply integrated multi-
source cloud services based on collaboration among cloud
service entities, which is the aim of JointCloud Computing
(JCC) [10]. As for the privacy leakage concerns, it is solved
by the blockchain technology (i.e., JointCloud Blockchain),
which is an underpinning technology for the JointCloud com-
puting [10].

This paper makes the following contributions. First, we
provide a simple literature survey on IoT Service models,



which help us to design model on JointCloud. Second, we
summarize the IoT Service challenges as data privacy and data
fusion. Then, we propose to implement IoT Service based
on JointCloud, as it helps to protect the privacy and data
fusion. Finally, an imaginary case of smart traveling is studied.
Though the proposed solution for the IoT service still remains
in the concept stage, we believe this is a meaningful first step.

The remainder of the paper is organized as follows. In
Section II, we introduce two important IoT service models.
The challenges on IoT service are discussed in Section III.
The proposed IoT service platform based on JCC is discussed
in Section IV after introducing the Baidu and Amazon IoT
service platforms. An application of smart traveling based on
JCC is presented in Section V and the paper concludes in
Section VI.

II. IOT SERVICE MODEL

With the development of IoT, various equipment will be
connected to the Internet in real time. Determining how to
collect data and use these collected data to provide services is
an important question. This problem is essentially identical to
the problem of IoT service model. In this section, we provide
a short survey on IoT service model. According to our survey,
the IoT service model contains five parts as shown in Fig. 1.
Roughly speaking, the IoT service model contains three tiers.
The first tier is the equipment management tier. The second
tier is the core of IoT service model. It provides services for
various applications in the third tier facilitated by the network
which connects equipment.

Fig. 1. The Structure of IoT Service Model

Many studies have revolved around the model of IoT ser-
vice and many achievements have been made. The following
subsections introduce two important IoT service models.

A. SOA for IoT

In the initial research process, SOA was seen as the service
solution to IoT. SOA is a design framework for the construc-
tion of information systems by “combination of service” [11].
There are a number of studies on SOA.

Guinard et al. [12] gave a comprehensive account of SOA
issues related to the IoT and discussed the problems on
network discovery of the embedded device, real-world service
discovery, process evaluation and other issues. With the new
research progress, many researchers begin to improve the SOA
model based on traditional SOA problems to enhance the
availability of the model.

Through the study of traditional SOA problems, Zhang et
al. [13] proposed an event-driven SOA (EDSOA) and also
discussed the creation, execution, and coordination of the IoT
service, proposing an information-centric session mechanism.
This study fills in the gap that distributed logic cannot provide
powerful expression to describe business logic in SOA.

Similarly, in [14], Zhu et al. designed a PT-based model
(PT stands for physical things), and evaluated the model based
on an example of emergency rescue. The two have obvious
differences in structure. Zhang et al. [13] used a three-layer
structure, in which, the recipient and provider of the service are
separated by the service environment. In this way, the security
of the underlying resources is ensured and the efficiency of the
service is improved. While the model in [14] adds feedback
to the service and dynamically adjusts the service.

From the different perspectives of IoT, some models about
SOA have been put forward, in [7], from the perspective of
functionalities, a four-layer SOA of IoT service was proposed,
namely sensing layer, networking layer, service layer and the
interface layer. Compared with the five-layer model in [15],
the four-layer one listed the service separately as a layer,
highlighting the importance of service.

B. Semantic Model for Service
The semantic model is a new kind of data models, which

adds new data structure and data processing primitives on the
basis of the relational model to express complex structures and
rich semantics [16].

The semantic modeling of the IoT service has become a fun-
damental problem in solving the interoperability in distributed
and heterogeneous environment. Therefore, the research of the
semantic model of IoT service has also received extensive
attention from both academia and industry.

Wang et al. [17] thought that most of the current studies on
IoT service are mainly focused on the modeling of equipment
and resources, while little attention was paid to the access
and use of things to generate information. They, therefore,
proposed a design that can give a comprehensive description
of ontology in the field of knowledge representation, and
discussed how to use it to achieve such tasks as service
discovery.

Semantic service matching process is to provide a more
advanced service-oriented functions of the basic structure,
such as IoT in the service recommendation, combination and
provision. In order to overcome the semantic synonymy in
the semantic service description, Cassar et al. [18] proposed a
hybrid semantic service matching method, which has obvious
advantages in improving semantic service matching accuracy
and normalizing discounted cumulative gain (NDCGn) mea-
surement values. In order to enhance IoT service capabilities,
Kim et al. [19] proposed a service semantic ontology model
that is user-centric, and establish the WoO (Web of Objects)
platform to provide users with the dynamic IoT service.

III. CHALLENGES ON IOT SERVICE

This section depicts two important challenges in IoT service
and the possible solution.



A. Data Privacy and Security

With the development of the Internet, security issues have
been widely concerned. For the users of IoT service, the
first thing to note is security. Based on interconnected cheap
sensors, a lot of information about our environment can be col-
lected at a much higher granularity. These detailed information
can be used in a wide range of application domains including
smart city services and autonomous driverless cars. However,
as sensors are ubiquitous, many private data can be collected
and used to construct digital people, revealing private behavior
and lifestyles. Thus it is one of the most important problems in
the application of IoT technology. IoT service security issues
include data security, privacy protection and so on. It is now
one of the most important issues in the IoT service. Many
security issues are identified. Generally, the main problems
include:

• Terminal security. As for users, the underlying structure
of IoT service is blocked. However, there are risks of
illegal intrusion in device access, operation, control. Once
broken, the IoT service collapse. Thus, the security of the
terminal device is very important and is the responsibility
of the service providers.

• Data transmission security. The Data collected from
devices needs to be transmitted to the data center through
the Internet or other mediums. Unsafe transmission pro-
tocols or models can cause data to be stolen or lost,
resulting in the disclosure of user information.

• Data process security. Because the massive IoT data are
usually stored in the data center. It is very convenient to
reveal human behavior by using data mining and machine
learning technologies. This is useful for personalized
services, but it is also at the risk of tracing specific people.

• Management security. IoT service is a highly scalable ser-
vice. Determining how to expand the service effectively
under the existing situation and guarantee the security is
also a challenge when the user groups become larger.

Traditional security policy is usually heavy and has a good
effect on centralized deployment [20]. However, it cannot
effectively maintain the security of IoT service because of
the distributed and heterogeneous nature of it. Therefore, it is
necessary to investigate new security protection mechanism for
IoT service. Many frameworks can be found in the literature.
Ning et al. [21] proposed a protection mechanism that includes
secure data access, privacy-preserving data sharing, and secure
access authority transfer. On the basis of typical system and
network security technology, a systemic approach to the IoT
service security was put forward in [22]. Alam et al. [23]
proposed a layered IoT architecture, aiming at the security
access problems of the IoT service and the interoperability of
security attributes among different management domains. To
solve the problem of security heterogeneity of wired sensors
and wireless sensors in IoT service of multimedia applications,
Zhou et al. [24] came up with a security architecture. In
[25], Abie et al. proposed a security framework based on risk
adaptability, which is used to solve the security of electronic

medical field networking service issues. And Savola et al.
[26] proposed a high-level adaptive security management
mechanism based on security metrics to the problem.

Another notable trend to solve the security problem in
IoT service is the adopting of blockchain technology [27].
Blockchain, the underpinning technology of Bitcoin, is con-
sidered a disruptive technology that is going to change many
industries. It is considered as a promising way to solve the
security issues in IoT service system as it is essentially
distributed and users are anonymous in it [28].

B. Data Fusion

The amount of data collected from IoT increasing at an
exponential rate due to the massive scale and distributed nature
of IoT networks. It is natural that these data are stored in data
centers or clouds. To provide high-quality services in the IoT
era, data fusion is inevitable. Data fusion is the process of
integrating multiple data sources to produce more consistent,
accurate, and useful information than that provided by any
individual data source [29]. However, data is considered as
the oil of the digital era. So it is very important to construct
a platform which can be used to facilitate data fusion among
clouds. Many data exchanges can be found nowadays. How-
ever, a centralized data exchange have many weaknesses. For
example, the data privacy problem and whether the exchange
is trustworthy when disputes occur between participants are
big concerns for participants in the data exchange.

Data exchange is a possible way for some applications, but
it may be inconvenient for applications based on real-time
data. Thus, a uniform platform, which supports contracts for
participants and these contracts are automatically effective or
invalid according to the predefined clauses, is needed. Take
companies of autonomous driverless cars, for example, it is
necessary for the companies to make a contract with certain
organizations to provide real-time map service and traffic
navigation. Furthermore, it is obligated for the companies
to provide insurance contracts during the passages on the
cars. The company may do all the things by itself, but a
more effective way is to buy professional services from other
companies.

C. Solution Based on JonitCloud

To solve the aforementioned two challenges, JCC is one of
the best choices. JCC is a new generation of cloud computing
model which facilitates developers to customize cloud services
by the way of software definition and towards the borderless
cloud services and resource sharing [10]. It will implement a
JointCloud Collaboration Environment (JCCE) which serves
as a uniform platform among clouds. As can be seen from
Fig. 2, the JCCE is partitioned into four parts. The underlying
part is a blockchain [30] that recording all transactions among
clouds. We call the underpinning blockchain as JonitCloud
Blockchain (JCB). Based on JCB, there are three distributed
functional modules: transaction, community and supervision.
As in a distributed environment, all the functions are realized
by smart contracts [31].



Fig. 2. JointCloud Collaboration Environment (JCCE)

A smart contract is a computer protocol intended to facil-
itate, verify, or enforce the negotiation or performance of a
contract. Smart contracts were first proposed by Nick Szabo
in 1996 [32]. Based on blockchain technology, smart contracts
can be applied to many industries to make automatic and smart
businesses.

By using JCCE, the aforementioned challenges are easy to
be solved. Because data privacy is naturally protected due
to transactions are stored in JCB and JCCE functions as a
decentralized exchange which facilitates resources integration
among clouds. All trades and supervisions are done through
smart contracts. It helps data fusion among clouds in a
trustworthy and impartial environment.

IV. ARCHITECTURES OF IOT SERVICE

IoT service needs not only to dispose of massive real-
time and heterogeneous data, but also to support different
complex applications for different purposes. Thus, a reason-
able platform is necessary for the IoT service. This section
first introduces two typical platforms that are based on single
clouds. Then, the architecture of IoT service platform based
on JCC is proposed.

A. Baidu IoT Platform

Tiangong1 is an intelligent IoT platform based on Baidu
cloud. It provides access to material, material management,
rules engine, timing database, machine learning, MapReduce
and a series of IoT core products and services based on the
integration of big data and artificial intelligence technology.
They can help developers quickly move from the device side to
the server side to efficiently construct a variety of networking
applications.

Tiangong provides a complete solution for the users in
industrial manufacturing, energy, retail O2O, car networking,
logistics and other industries. The basic architecture of the
platform is shown in Fig. 3.

The platform provides a series of IoT services like IoT
Parser, IoT Device and Rule Engine, and the details are as
follows:

• IoT Parser, through which users can analyze and calculate
data in various devices in the cloud, as a result, data traffic
will be greatly saved and equipment costs will be reduced.
Parsing data in the cloud allows users to adapt parsing
rules at any time to suit business changes. Using the

1https://cloud.baidu.com/solution/iot/index.html/

Fig. 3. Baidu IoT Service Platform

cloud’s powerful computing capabilities, unlimited data
storage capabilities and a rich variety of data analysis
programs can help enterprises core business more stable
and efficient operation, and stimulate more integration
and innovation.

• IoT Device, which provides one station type of equipment
management services covering the entire lifecycle of
equipment, including the level of equipment management,
monitoring, remote control, firmware upgrades and main-
tenance, and other scenes.

• Rule Engine, helps users to deal with equipment message
flexibly. Users can set the message processing rules by
the rule engine, and take corresponding measures to
carry out monitoring and processing equipment for the
specified message, such as pushing to the mobile phone
APP. Users can also seamlessly forward device messages
to sequential databases, relational databases, and object
stores.

In terms of security, Baidu provides two-way verification of
equipment and the platform based on TLS (Transport Layer
Security) security transmission [33]. Besides, Baidu has also
made special security protection for its data processing center.
Baidu IoT service platform has provided complete intensive
services for many companies including Dengyun and Proud.
At present, the main business of Baidu IoT service platform
mainly focuses on China.

B. Amazon AWS IoT Platform

Compared to Baidu, Amazon AWS IoT service platform2

was created earlier, covering a wider range. The platform
supports billions of devices, processes massive information
and delivers information securely to AWS terminals and other
devices. It helps build applications for the IoT, manage infras-
tructure and analyze data based on integrating with Amazon
Lambda, Kinesis, and machine learning services. It has a
similar platform structure with Baidu.

Like Baidu, Amazon AWS IoT service platform is also
based on their own cloud. AWS has a great advantage that no
other platforms has, because it has the largest could platform
in the world. Thus it can provide a wider range of services to
a larger number of people. However, based on a single cloud
makes they all have the same anxious from users.

2https://aws.amazon.com/cn/iot-platform/



C. IoT Services Structure Based on JCC
The aforementioned two IoT service platforms are based on

a single cloud. It may be enough for some applications. How-
ever, inter-cloud resource integration will be more economical
and convenient for constructing complex applications. Thus,
IoT may provide higher services based on JointCloud– clouds
which implement JCCE. Figure 4 exhibits the framework for
IoT service based on JCC. Roughly, the framework can be
portioned into three tiers. The first tier is composed of various
sensors which connect to different clouds. The second tier is
the clouds joined together by the JCCE. The third tier is the
service tier. It provides personalized service to every user and
application based on the JCC.

Fig. 4. JCCE IoT Service Platform

The proposed framework based on JCC has many advan-
tages as compared with frameworks based on a single cloud.
First of all, the collected sensor data are stored in a private
cloud, which mitigated concerns of data security. Next, when
it implemented the JCCE, the private cloud can provide IoT
service to other clouds or users for more profits if wants.
Finally, the trades are automatically executed in the trusted
JCCE and all transactions are records in the JCB. There is no
risk of user privacy disclose and prejudice.

V. CASE STUDY

This section depicts an IoT service scenario for smart
traveling based on JCC. As can be seen from Fig. 5, these
are three clouds collaborated together to support the smart
traveling based on autonomous driverless car service. A is a
cloud-focused on providing insurance service for all kinds of
vehicles. It stores many historical and real-time data of objects
insured. Based on these data, the clouds automatically com-
pute and generate insurance contracts for customers. As the
insurance cloud implemented JCCE, the insurance contracts
can be implemented as smart contracts and provided to the
distributed community of JCCE for users to select. We call
these contracts smart insurance contracts.

Cloud B is a professional map service company. Further-
more, it provides real-time navigation and path planning
by traffic flow monitoring through ubiquitous surveillance
cameras. These cameras may be owned or rented from other
organizations. Similar to Cloud A, it provides these services
through JCCE and smart contracts.

Fig. 5. Smart Traveling Service Based IoT

Cloud C is a company operating autonomous driverless
cars. The strength of this company is precisely controlling
the autonomous driverless car by the data collected from
the running cars. It develops an application which helps
passengers rent a driverless car through a smartphone.

Fig. 6. Procedure of Smart Traveling

Figure 5 describes a new kind of traveling based on IoT
service. We call it as “smart traveling ”, as many aspects of
traveling are controlled by smart contracts. Figure 6 shows
the procedure of smart traveling. (1) The passenger submits
a traveling request through the application on the smartphone
to the company of driverless cars. The submitted information
include some necessary data such as start position (automatic
positioning or manually fill in), destination and the start time;
(2) The company receives the order and sends the most
suitable car to the start position before start time; (3) The car
sends transactions to sign smart contracts with map service
and insurance company; (4) The map service smart contract
analyze real-time traffic flow to provides real-time navigation
service and the key path information will be stored in the
JCB; (5) After the traveling , the fees are deducted from the
passenger’s account and the passenger can score the service;
(6) The score will be store in JCB to computing the reputation
of the company. Furthermore, if the passenger is not satisfied
with the service, he or she can invoke the verdict procedure.
The supervision smart contract in the JCCE will call historical
data stored in JCB to make an impartial verdict.



VI. CONCLUSION

IoT technology is going to impact every aspect of our daily
lives based on IoT service. However, challenges still abound.
The major challenges are data security and data fusing. A
possible solution to these problems is building IoT service
platforms. However, existed IoT service platforms are based on
single cloud, which still has the concerns of privacy disclose
and difficult to fusing data. In this paper, we propose to
build IoT service based on JCC. The concerns about data
security and data fusing can greatly relieve as it provides a
trusted environment for resources exchange among clouds and
a blockchain to record all these transactions. We analyze a
typical application based on JCC. We envision that IoT service
based on JCC has a great potential to change our daily lives.
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